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Security Overview  
 

PeopleSoft security is a combination of three levels: User ID, Permission Lists and Roles. The 
User ID assigned to an individual is the same as their alias at Cal Poly. The approach at Cal Poly 
is to have each page access assigned to only one Permission List. The theory being that each 
permission list is a unique job function and/or need or a unique set of pages.  These job functions 
(permission lists) are then grouped to “build” a role.  Permission Lists can be assigned to 
multiple roles.  (Note: For the most part, a permission list at Cal Poly represents a unique set of 
pages and those same pages will not be in another permission list.  However, we break our own 
rule in on three permission list, COA_Inquire, Config_Inquire, and Security_Inquire as the same 
pages are used for the update permission list and the inquire permission list).   Cal Poly has 
chosen to separate roles based on Internal Finance Users (in-house) and End Users Customers.  

In order for Cal Poly to accommodate its Developer’s we have chose to use Superop as the clone 
User Id. This User ID is in a “Locked Out” status in the production environment. The access is 
only valid in a test environment. This function will allow the Developer to access the system at a 
very high level for various troubleshooting and developing. The spreadsheet below shows the 
User’s that have been cloned and the associated roles with the User Id.  

R:\Finance\Auditor\
May_2004_Audit\Dev 

A spreadsheet is maintained to show the relationship between the Permission Lists and Roles. 
This is used to determine the various roles based on job function that the User will inherit. There 
are supplied queries which will show the same information.  

R:\Finance\8.4 
Finance\Security\8.4_ 
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Permission List 

The permission lists are the building blocks of the end user security. A Permission List contains 
the following permissions: sign on times, page permissions, and People Tools, including query 
table access. The Permission Lists are created based on a unique process the user will perform in 
their job; it is not user specific. A permission list can be assigned to multiple roles. The page 
access on a permission list can be view with display only, update/display, add, or correction. To 
audit the different permission lists there are supplied queries from PeopleSoft. The queries 
appear as hyperlinks on the Permission List page and can be processed by just clicking on the 
Permission List Queries. Once that page is displayed it will list the various queries that are 
supplied and click on the query link to process. 
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A sample of a Permission List query that lists all pages this Permission List has access to, 
including if it update/display only. 
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Roles 

Roles are assigned to User Profiles. The roles are created based on job activities. You can assign 
multiple Roles to a User Profile, and you can assign multiple Permission Lists to a Role. A user's 
access is determined by the sum of all the permission lists applied to each role to which they 
belong. Every user will need the role of either In House Signon or EU_Signon. These roles have 
the information needed to be able to log into PeopleSoft. The queries appear as hyperlinks on the 
Roles page and can be processed by just clicking on the Roles Queries. Once that page is 
displayed it will list the various queries that are supplied.  
 

 

 

 

An example of a Role Query listing the Permission Lists which are included in this role: 
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User ID 

User Profiles define individual PeopleSoft users. User profiles are defined and then linked to one 
or more Roles. A user profile must be linked to at least one Role in order to be a valid profile. 
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The queries appear as hyperlinks on the UserId page and can be processed by just clicking on the 
User ID Queries. Once that page is displayed it will list the various queries that are supplied.  

 

 

 

 

 

An example of a User ID query listing all of the Permission Lists this User has assigned to them: 
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Requestor Setup: 
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This is done only if the User has the authority to enter requisitions. Only established users can be 
set up as requesters. The UserID entered on the User Profile is the requester ID.  
This page contains the following information that will default into the requisition based on the 
requestor ID:  

• Ship to SetID, Location SetID, and PO Origin SetID are always SLCMP 
•  Ship to: always 070_108  
• Location is where the requestor wants their items delivered to 
•  Origin is always ONL  
• Currency always USD  
• Phone and Fax numbers are User specific 
•  Dept is the DeptId the user has defaulting into their requisitions.  
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Buyer Setup:  

This setup is only done if the User is authorized to be Buyer. Only established users can be 
setup as buyers. The UserId entered on the User Profile is the Buyer ID. The following is an 
example of Buyer.  
The information needed in for setup on the Buyer Table:  

• Department SetID, Ship To SetID, Locations SetID and PO Origin SetID are always 
SLCMP 

•  Department is the default DeptId  
• Ship To is always 70_108  
• Location is the specific Buyer’s location 
•  Origin always ONL  
• Status is Active unless the Buyer has left then it becomes Inactive 
•  Default PO Status is Pending Approval/Approved 
•  Phone and Fax numbers are Buyer specific. 
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Buyer Info: The information in this section is Buyer specific. The boxes to right need to be 
checked so the information will be on the printed Purchase Order. 
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User Preference: 

The User Preference sets various options for a specific user’s functions. It is broken down into 
two different categories: General Preference and Product Preference. There is a PeopleSoft 
report which reports on the Operator Preferences. The report can be run with several different 
options, by separate products, by all products, by individual users, a group of users or by all 
users. 
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This example shows the report based on General Ledger product only and with only one User. 
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The General Preference section has the overall preference for the user.  

It contains the following information:  

• Name of the department the user is associated with, the default Business Unit and SetID, 
and the as-of-date (which is always set at 01/01/1900).  
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The Products Preference includes all of the products that are available in PeopleSoft, at the 
current time we are only using the following products: General Ledger, Paycycle, and 
Procurement. The preferences are set based on the specific functions this user will be 
performing.  
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This is an example of the General Ledger Preferences: This user has the ledger and ledger group 
default to Actuals, and the Source to APO. This information is based on the department the user 
is associated with. Using the check boxes on this page determines what security the user has in 
performing journals. This user can enter journals on line, save the journal as incomplete, re-edit 
previously edited journals, and mark journals for posting.   
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Paycycle Preference: This is used to have the server default to the PSUNX server for the process 
of Paycycle. It does not give the user the ability to perform the Paycycle this is done using roles. 
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Procurement Preference: The first part of the preference has the following information for the 
UserId: the default location, the origin, the Department number, the Ship to location and if the 
user is a requestor the requestor ID that will default into the requisition entry pages. Also located 
within this page are the options to setup the Payables Online Vouchering, Requisition 
Authorizations, Purchase Order Authorizations, and Vendor Processing Authority. These 
preferences are used along with the roles that are assigned to the UserId. The two need to agree 
in order for the function to be preformed.  

An example of the Procurement Tab: 
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Payables Online Vouchering: Based on the options selected this User has the following default 
on the vouchers Origin: ONL 

Also this user can perform the following functions based on their preferences: Copy Matched 
and Closed PO, Override Accounting Date Edit, Do Not Check Voucher Amount, Post 
Vouchers, Manually Schedule Payments, Authority to Override Match and Record Payments.  
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Security for Voucher Styles: This is the same for all Users: Allow Regular Voucher, Allow 
Journal Voucher, Allow Adjustment Voucher, Allow Template Voucher, and Allow Reversal 
Voucher. 
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Requisition Authorizations: If the User has the authority to enter/ approve requisitions along 
with the correct role the user needs to have this section completed. If the user is an approver the 
requestor names that they have the ability to approve must be entered on this page. If the 
requestor is not listed on this page even with the correct role the user will NOT be able to 
approve the requisition. The following is an example of User that has approval authority. The 
boxes that must be checked along with the requestor names are: Approval, Cancel and Can Work 
Approved Req’s. 
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An Example of User with only Requisition entry authority: The Cancel option is the only one to 
be checked. The Requestor ID must be entered. If this is not entered on the User Preferences 
even with the correct role they User will not be authorized to enter requisitions.  
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Security Maintenance 
 
In order to monitor a User changing job locations or leaving the University there is a query 
which shows the User’s that have changed Departments or left. This report is the first flag that a 
user has moved department. The User’s account will be set to Account Lockout until the new 
Department has completed a new Security Request Form or notified the CMS Finance Security 
Administrator. The User’s account is set at Account Lockout. In both cases a phone call will 
need to be made to the Department Budget Specialist or Department Head to determine what the 
email address should be changed to on the User’s ID. The email needs to be changed so that the 
information on any outstanding Requisition or Purchase Order will be sent to the correct User. In 
the case that there is no one assigned to the new position or there is no response the email is 
changed to the CMS Finance Security Administrator, until this can be resolved.  
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Passwords: 
 
Passwords are only assigned to User Id’s for access to the nVision Reporting function through 
Terminal Services. The Password must be 8 characters long, have at least numeric value and at 
least one uppercase letter. The user has the ability to change their password in PeopleSoft by 
user the “Change My Password” option.  
 

Security Review 

Currently a spread sheet is maintained to show the User’s within AFD the Role and 
Permission List each is linked to along with the Operator Preference listing. This information is 
sent to the Manager of each section once a year for review. The manager will review the access 
within their department and sign off on the spreadsheet, this is then returned and the necessary 
corrections are made if needed. The corrective action will be taken on the either the role or 
permission list of the user indicated by the manager’s review. The completed date for the 
correction made to the either the role or permission is documented on the original form that was 
returned by the manager. A summary sheet will be completed of all changes that were made to 
roles, permission list or User’s. This summary will be forward to the Vice President of 
Administration and Finance for review and signature. All of the documentation will be retained 
with the Security Administrator.  
 
 For our end user access we are in the process of creating a report to be sent to the 
Department Heads for a review each year. The report will be created from the PeopleSoft system 
indicating what access each user has with in their department. Included in this would be if the 
user has the ability to create/approve requisitions and who each user can approve requisitions. 
The reports will be emailed to the appropriate Managers or Department Heads. After the access 
is reviewed we will ask that the reports be emailed back with the necessary corrections or 
validation that the access is correct. The reports will be filed and kept for reference.  
 
 A monthly review is being conducted for access to create/maintain Vendors. This review 
is done by the Accounts Payable Manager from a prepared query. The query is being produced 
by the Finance Security Administrator.  

 

 

R:\Finance\8.4 
Finance\Security\AFD 
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Examples 

Accounts Payable Technician User: 

General Information: 
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Roles Attached: 
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Steps to create a new user: 

1. The Manager of the user completes a security request form – located at 
http://www.forms.calpoly.edu/. This form is sent to Computer Operations. 

This is an example of a security request form: 
_____________________________________________________________________ 

2. The form is reviewed for  by Computer Operations –  

• The user must a have valid Cal Poly e-mail account (the alias is used for the User 
Id) 

• The form must be submitted by the Manager of the user 

3. The form is then sent to the appropriate Remedy Account 

4. The User is then established based on the following criteria: 
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a. End  Users  - 

• Will the user have financial inquiry access only? If so then the role 
will be EU_Financial_Inquiry. 

• Will the user have the authority to enter requisitions? If yes then the 
user will have the role of EU_Requestor. 

• Will the user have the authority to approve requisitions? Yes then the 
role assigned will be EU_Requisition Approvals. Also who are the 
Requestors they have the authority to approve. 

b. In House Users - 

• What department will the user will working in? This determines what role 
they will receive based on the spreadsheet. 

• If working in Accounts Payable department what additional duties will 
this position are assigned? Examples will they be processing claims, or 
will they have create/maintain vendor assignments. Each department has 
additional duties that could be assigned to the position. Using the 
spreadsheet as a guide line the different roles will be assigned to the user. 

c. Requestor or Buyer Setup – 

• Do the job duties include the entering and/or approving requisitions? Will 
the User be a Purchasing Buyer? If yes then complete the Requestor/Buyer 
setup. 

d. Operator Preferences –  

• Based on the job duties of the User the correct information will be entered 
in the Operator Preference section.  

• Procurement – If the User is a Requestor only enter the necessary 
information. If the User has Approval authority the necessary information 
is to be added.  

e. Notification to the User – 

• When the User has been setup the Remedy Ticket is resolved. The user 
will be notified by e-mail that their account is ready. The user will be 
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emailed their password. See the attached copy of the email sent to the 
user. 


